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Overview

Early in 2018, Proofpoint researchers observed a rise in so-called “cryptocurrency
giveaway scams.” The scams often target users of Ethereum and Bitcoin and typically
request that victims send a small amount of the currency in exchange for a much larger
payout in the same cryptocurrency. While threat actors frequently distribute coin

mining malware or engage in credential phishing for cryptocurrency wallets and
exchanges, the giveaway scams represent a new tactic for cryptocurrency theft reminiscent
of the “419” scams common 10 to 15 years ago. The success of this scam shows that threat
actors continue to look for new ways to exploit the human factor -- and people are inclined
to fall for scams that can net them hot commodities like cryptocurrencies.

Cryptocurrency giveaway scam activity appears to have peaked in April of this year,

but given rebounding cryptocurrency values and ongoing interest in these currencies, we
will continue to monitor related schemes. To date, we have identified a number of patterns
that may be of use to those tracking this and similar activities as many actors appear to be
engaging in these schemes.

The scam usually begins with a tweet or email enticing the victim to send cryptocurrency to
a wallet with the promise that more will be sent back. We frequently observed these tweets
originating with fake accounts designed to generate clicks and retweets. Figure 1 shows
Twitter conversation threads laying the social engineering groundwork for nearly identical
scams run by two threat actors.
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Figure 1: Twitter conversation threads demonstrating the similarity of scams among multiple

actors

A Twitter search for “eth left” or “sent 5 got 50” demonstrates the sheer number of actors

engaging in these scams.
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Figure 2: Fake Twitter accounts promoting their scam landing pages

Many accounts will impersonate exchanges, currencies, cryptocurrency founders,
developers, celebrities, and products to try to get users to click. Below, fake accounts
respond to tweets from legitimate accounts to insert themselves into conversations and
confuse Twitter users who might accidentally click on replies from fraudulent accounts
with the same avatar.
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Figure 3: Fake Twitter accounts attempting to steal clicks from legitimate accounts



Some scammers still opt to use link shorteners like bit.ly, which currently show very low
click volumes. Others may chose to use an image to show users where to go in an attempt
to evade restrictions Twitter imposes on some URLs linked directly in tweets (Figure 4).
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Figure 4: Fake exchange account promoting scam with image

When a user clicks the link or enters the URL from the image, they are generally taken to a
landing page like the one shown in Figure 5. The template attempts to establish legitimacy
by showing a number of fake transactions, falsely suggesting that large amounts of coins
are being sent back to those who send small amounts of coins to the scammer’s wallet.
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Figure 5: Typical cryptocurrency giveaway scam template

Figures 6 through 10 show several additional templates in circulation.
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Figure 6: BTC variation on the typical giveaway scam template
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To participate just send from 0.05 to 1 BTC to
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Figure 7: BTC giveaway variant
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Figure 8: Fake partnership variant hosted on a free webhost
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Figure 9: ETH giveaway variant
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Figure 10: Kucoin cryptocurrency exchange giveaway variant



In other cases, scammers do not promise rewards but instead emulate crowdfunding
models, as in Figure 11 that shows a page promising to help free Julian Assange.

Save Assange! Help and spread the word!

Julian is disconnected at the Ecuadorian Embassy. He is almost Bke a prisoner there. We want you to help him to get free.
We need to spread the word, and we need funds to do so. To participate, just send any amount of Bitcoins to the BTC

address below - every bit helps! These funds will go to help Julian get connected again!
Thank you!

1LW3JBEJtur3wUBKA47Bs3cFDIFKwijiht

Wasting for your payment

O

Fundralsing Status

Figure 11: Julian Assange BTC donation fundraising variant

Others leverage celebrities or popular brands in variations on the giveaway scam (Figure
12).



KIM DOTCOM PRESENTS - 5000 ETH Giveaway!

To participate in my giveaway, just send from 0.5 to 5 ETH to my address below and get from 5 to 100 ETH back!
BOMNUS: If you send 1 ETH or more, the bonus will be doubled!

Learn more about your wallets and sending funds

0xF42788CEBBdb00a32a981355ec5b9143b3C639c74

Leit Etheresum

sactions for address:

h Elack Age Fram Ta Value
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12 secs ago (F42THACBEd 1.3 m 0x5308F AS4E 1abeT820. 98.00 Ether
I 17 secs ago xF42788CBEd EX o:eerisasreeicessen.,.  98.00 Ether
19 5ecs ago B orizrescesdnooas 4,90 Ether

Figure 12: Kim Dot Com ETH giveaway variant
Domain/IP Analysis
Although we see some IP reuse in the hosting of these landing pages, the majority of them

are unique per [P. A full listing of identified domains can be found in the IOCs at the end of
this report.
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Figure 13: Top IP addresses hosting cryptocurrency giveaway scams
HTML Page Title Analysis

As the pages deployed are usually very slight modifications of reused templates,

examining the page titles allows us to analyze variations on the scam. The most are “please
confirm the transaction” and “payment request” but we also see many variations on
“[Number <9999] eth left” as the title. This would likely be the most popular page title if the
specific number is disregarded.



please confirm the transaction

payment request

3444 eth left

bitcoin

payments request

3573 eth left

3893 eth left

2,000 btc giveaway

eth pay request

[1190] 4358 eth left [1190]
bitcoin giveaway

bitcoin payment

eth giveaway

3000 btc giveaway - get bitcoin free - get bic free

3750 eth left

3902 eth remaining
3597 btc left

Figure 14: Most common page titles for cryptocurrency giveaway scams
Scammer Wallet Addresses

While some of the wallet addresses associated with these scams have very few
transactions, some of them are growing and do not reflect the “giveaway” nature of the
intended interaction. Figure 15 shows one example of a wallet with only incoming
transactions and no giveaways.
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Figure 15: Active scammer-owned Ethereum wallet via
etherscan.io https://etherscan.io/address/0xaf223B8B73B4bA849e69cB719D061824fFc582
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Typically a scammer will use a new wallet for each scam, but we also observed some reuse
(Figure 16).
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Figure 16: Repeating ETH and BTC addresses involved in cryptocurrency giveaway scam

In the case of an ETH wallet that appeared 10 times in our data, the wallet was dumped (all
funds were removed) on May 5, 2018. The market value of Ethereum on that date was
roughly US$830, making the stolen value worth roughly US$21,700. Searching through the
wallet transactions, it appears that the actors may have better luck phishing with Ethereum
as opposed to Bitcoin (Figure 17).
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Figure 17: Dumped cryptocurrency scam wallet

Conclusion

An examination of the Ethereum and Bitcoin wallets associated with these scams shows
that the combination of social engineering and desire to “get rich quick” has fooled many
victims into sending cryptocurrency to a growing group of actors running the modern-day
equivalent of 419 scams. While many actors distribute coin-mining malware, phish for
cryptocurrency wallet credentials, or steal cryptocurrencies directly, others are
successfully bilking victims out of hundred of dollars at a time by offering to give away
large sums of Ethereum or Bitcoin to anyone willing to send small payments in advance.
These are essentially the advance fee scams that made Nigerian princes a running joke, as
well as a lucrative lure for early Internet scammers.

As with most of these scams, if it seems to good to be true, it probably is, but the appeal of
nearly-free cryptocurrency and new approaches to social engineering, primarily via
hijacked conversations on social media platforms, are proving too tempting for many

users.



Indicators of Compromise (I0Cs)

Domains

10000ether.com

10000ether.net

3000ethereum.online

5000eth-free.kissr.com

5000ethereum.com

5000ethereum.info

5000ethereum.online

binance-bounty.com

binance-eth-giveaway.com

binance-give.com

binance-promo.info

bit-coin.vu

bit-coins.cloud

bit-coins.live

bit-coins.name

bitcoin-giveaway.com-oml.ga

bitcoin-giveaway.net

bitcoin-share.us

bitcoincash-giveaway.com-oml.ga

bitcoins-giveaway.com

bitcoins-share.com

bitcoins-shares.com

bitcoinsdrop.com

bitfinex-give.com

bitmain-btc.com

bittrex-give.com

btc-24h.com

btc-crypto-rewards.cash

btc-drop.com

btc-funds.today

btc-get.net

btc-give.com

btc-giveaway.net

btc-giving.com

btc-grant.com

btc-promos.com

btc-share.com

btc-share.us

btc-transfer.site

btcdonation.online

btcdurov.com

btcgifts.info

btcoin-free.com

btcoin.vu

btcpromoverge.com

btcs-share.com

btcsecurepay.com

btcshare.us

claim-ether.com

claim-ethereum.com

coinbase-btc-giveaway.com

coinbase-eth-giveaway.com

coinbase-eth.com

coinbase-give.com

coinreturner.com

coinsgiver.com

collect.ethforyou.com

com-ethereum.gifts

confirmeth.info

cryptocurrencies-bitcoin.com

cryptosecuretransaction.com

dragonchain.online

entryetherpromo.com

eth-coin-giveaway.com

eth-payment.online

eth-request.org

eth-secure.online

eth-securepay.com

eth-share.com

eth-share.org

eth-share.us

eth-shares.com

eth-transactionssecure.com eth.vu ethbtcgiveaway.com
ethc.cash ethc.cc ethc.fund
ethc.gift ethc.live ethconfirm.info

ether-free-promo.com

ether-free.com

ether-giveaway.site

ether-giveaway.tech

ether-pay.info

ether-share.com

ether-share.us

ether-transfer.info

ether-transfer.online

ether.vu

ether10000.win

ether33.online

etherbigiveaway.info

etherbonus.info

etherboosts.com

etherclaims.com

etherdrop.online

etherdrops.com

ethereum-drop.com

ethereum-drops.com

ethereum-eth.life

ethereum-free.site

ethereum-givaway.social

ethereum-giveaway.com

ethereum-giveaway.info

ethereum-giveaway.promo

ethereum-giveaway.site

ethereum-given.com

ethereum-online.site

ethereum-promo.borec.cz

ethereum-promotion.com

ethereum-promotion.info

ethereum-share.com

ethereum-wallet.cf

ethereum.org.give-eth.news

ethereum.vu

ethereum4free.site

ethereum5000.com

ethereumbonus.online

ethereumdrop.info

ethereumgive.com

ethereumgiveaway.info

ethereumgiveaway.site ethereumgiveaway.win ethereumpromo.info
ethereumpromo.net ethereums-live.net ethereums.cloud
ethereums.live etherfaucet.tech etherfree.online

etherfree.tech

etherfreegives.com

etherget.net




ethergiveaway.info

ethergiveaway.net

ethergiveaway.site

ethergiveaway.win

ethergiveme.com

etherium-giveaway.com-oml.ga

etherpay.site

etherpays.site

etherpromo.net

ethers-free.com

ethers-promo.com

ethers.cash

ethers.deals

ethers.fund

ethers.gift

ethers.gifts

ethers.win

ethershare.us

ethgive.online

ethgiveaway.com-limited-
offer.arcepa.com

ethgiveaways.com

ethn.cash ethn.cc ethn.fund
ethn.gift ethn.li ethpayethers.com
ethpromo.com ethpromo.org eths.bz

eths.fyi eths.li ethsecure.info
ethsecurepay.com ethtopromo.com ethtransfer.online
event-ethereum.org.uk free-btcs.com free-ethereum.site
free500btc.com freecoindrop.com freecoiners.com

freecoingifts.com

get-5000-ethereum.com

get-5000-ethereum.org

get-5001-ethereum.com

get-5001-ethereum.org

get-5002-ethereum.org

get-bitcoin.cc

get-bitcoin.fund

get-bitcoin.gift

get-bitcoin.li

get-bitcoin.me

get-bitcoin.us

get-btc.gift

get-contestcoin.win

get-eth.online

get-eth.promo

get-ether.cash

get-ether.fund

get-ether.gift

get-ether.me

get-ether.st

get-ethereum.cc

get-ethereum.gift

get-ethereum.info

get-ethereum.org

get-ethereum.site

get-ethers.com

get-ethers.net

get-event-ethereum.info

get-event-ethereum.org

get.it-eth.com get3000btc.com geth.cc
geth.fyi gether.cash gether.cc
gether.fund gether.gift gether.li

give-binance.party

give-btc.info

give-eth.online

give-eth.org

give-ethereum.info

giveaway-ethereum.com

giveawayether.com

giveawayethereum.online

giveawayethereum.win

giveawaysbtc.cash

givefreebtc.com

givingawayethereum.com

got-btc.com

got-eth.com

hitbtc-give.com

johnmcabtc.com

kkucoin.info

kraken-get.com

kraken-give.com

kucoin-give.com

kucoineth.com

litecoin-giveaway.com-oml.ga

more-btc.com

myetherreward.com

myetherwallet-admin.com

paygiveaway.com

ayment-ethereum.online

promo-bitcoins.com

promo-ether.com

promo-ethereum.org

promo-ethereums.com

promo-give-ethereum.org

romobtc.win

promoether.com

promotionbtc.com

quickinvest-ethereum.com

reward-btc.com

ripple-gives-btc.com

ripple-gives-eth.com

saferpayether.com

secure-give-eth.com

secureceth.com

securegeteth.com

securepay-eth.com

securepayeth.com

securepayeth.net

sophiecoin.app

start-giveaway-ethereum.org

tronfoundation.gift

trusted-ethereum-giveaway.com

vergepromobtc.com

waveswallet-free-coin.win

webcryptopayment.com

winethergiveaway.com

zclassiccoins.com

Registrants




edvinas.krivinstinas@gmail.com

ethdrop4@eth2btc.info

coub999@gmail.com

alex912@protonmail.com

ethdrop3@eth2btc.info

ulyana6zmnu@mail.ru

basmi.musnahkan@gmail.com

svogunas@protonmail.com

acegreen900@gmail.com

carrospt2018@gmail.com

ethbtcgiveaway@gmail.com

dasdasds22@eth2btc.info

icostartex@keemail.me

omalley.minor@yahoo.com

daynstorm@mail.ru

thotrdetnx@protonmail.com

m.gant2016@yandex.com

brigittehayhurst12730@gmail.com

smirnova.varva@yandex.ru

florea.cristiannn000@gmail.com

orannic@gmail.com

ethdrop10@eth2btc.info

kingofgods271@gmail.com

jo4n5m1t4@yandex.com

ethdropl1@eth2btc.info

luereamu32@usa.com

ethdrop8@eth2btc.info

shavkabon1337@mail.ru

ethdrop6@eth2btc.info lidiyakozOy@mail

Ju
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13eqoBzsnvYL4Q4uE;jYd;

14h47Zrd1xVg6M;j3]cYApoiZwY2UXue2ETb
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17YYbFvjutzWFvbkm8mkCRy53gXniwu38g |18PEMazZ34wBGVxkvw4GgARhRx]jTKGVR5 |18wkt91RjWRH3pqokfds
19ccw2te91ztpjnpWuQNkTcGgniktBLRum 19e1VbMwBPHyppF78BHXEkKo4cJc5udbut  |[19FcBPi7q36zZNp9unfGW
19zfbrhYeFVDcCrDsdpKj3WGCD6Kv]bzt7 1AYS5sCGJ6U27zgS89rpAug2DdLYogoSGjB 1CB50eQ5cSPhdQWcRnd
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[P addresses

104.219.248.27 104.236.252.26 104.24.104.152
104.24.105.34 104.24.122.135 104.24.96.79
104.27.139.55 104.27.140.92 104.27.150.199
104.27.158.216 104.27.163.171 104.27.168.198
104.27.169.198 104.27.170.210 104.27.191.24
104.28.20.40 104.31.69.209 104.31.71.5
104.31.72.174 104.31.81.78 108.178.54.58
109.234.157.59 111.90.149.124 112.175.184.66
112.175.184.69 112.78.1.121 124.158.12.21
128.199.78.187 144.208.125.125 144.217.165.158




145.14.144.105

145.14.145.119

145.14.145.168

145.14.145.45

145.14.145.63

145.249.105.165

146.71.86.197

156.67.222.136

156.67.222.142

160.153.198.108

162.144.51.201

162.144.83.154

162.210.102.230

162.213.253.83

162.255.119.215

166.62.10.224 172.82.148.100 173.255.251.230
176.31.40.183 185.175.208.217 185.207.206.136
185.209.21.23 185.217.94.158 185.217.95.144

185.221.200.139 185.224.137.112 185.224.137.128
185.224.137.131 185.224.137.173 185.224.137.209

185.224.137.211

185.224.137.55

185.224.137.67

185.224.138.30

185.61.137.36

185.61.152.24

185.61.152.29

185.61.152.69

185.62.189.36

185.64.219.5

188.165.2.51

188.241.39.10

192.157.231.100

192.186.220.5

192.64.119.107

193.233.15.122

195.161.41.141

195.208.1.106

195.208.1.108

198.144.157.169

198.185.159.145

198.187.29.19

198.187.29.20

198.23.57.183

198.252.108.77

198.54.116.142

198.54.116.149

198.54.116.177

198.54.116.23

198.54.126.124

198.71.232.3 199.79.62.93 206.189.161.71
207.246.90.126 208.123.116.168 208.123.117.186
208.123.117.80 209.205.209.34 212.193.246.199

212.193.248.210

212.193.251.188

212.193.251.204

212.8.242.158

212.8.242.159

216.158.236.123

217.107.34.41

31.131.16.175

31.131.18.85

31.131.22.224

31.170.161.45

31.170.161.83

31.170.161.96

31.31.196.134

31.31.196.160

31.31.196.58

34.201.34.142

35.199.185.63

37.140.192.197

43.255.154.26

45.33.32.145

46.101.33.163

5.101.152.175

5.189.146.107

5.189.175.165 5.196.105.25 67.205.178.158
68.65.122.50 68.65.123.230 68.65.123.231
80.211.14.136 80.211.9.223 86.104.15.67
86.106.93.230 91.217.9.130 91.217.9.216
91.227.16.128 93.157.63.185 93.186.251.18
93.189.4.38 94.102.60.3 94.138.197.170

94.156.175.8

94.23.163.222




